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Server:
Content-Security-Policy: default-src 'none'; script-src 'self' 'nonce-tAEGWiAUYESwogzm8LjPog="'; style-src 'self' 'unsafe-inline'; img-src 'self' data: bldb:; connect-src

'self'; font-src 'self'; frame-src 'self'; frame-ancestors 'self'; form-action 'self'; media-src 'self'; dbject-src 'none'; base-uri 'self'; manifest-src 'self'; worker-src
'self'; script-src-attr 'none';
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Content-Security-Policy: default-src 'none'; script-src  'nonce-gbLT1i57SZHUK4H1boVtdg==""strict-
dynamic' https:; style-src 'self' 'unsafe-inline'; img-src 'self’ data: blob:; connect-src 'self’; font-src
'self’; frame-src 'self'; frame-ancestors 'self’; form-action 'self'; media-src 'self’; object-src none';
base-uri 'self'; manifest-src 'self'; worker-src 'self'; script-src-attr 'none';

T4 ¥ A none » script 1% B 7% nonce #2 strict-dynamic(F #%) » 4k 3% Google CSP Evaluator #2 & » 44
SRMEZIRNBERZRE  wTH -
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Content Security Policy

Sample unsafe policy  Sample safe policy

Content-Security-Policy: default-src 'none'; script-src
‘nonce-gbLT1i57SZHUK4H1boVt4g==" 'strict-dynamic' https:; style-src
‘self' ‘'unsafe-inline'; img-src 'self' data: blob:; connect-src
‘self'; font-src 'self'; frame-src 'self'; frame-ancestors 'self’';
form-action 'self'; media-src 'self'; object-src 'none'; base-uri
'self'; manifest-src 'self'; worker-src 'self'; script-src-attr
‘none’;

| CSP Version 3 v]| @

CHECK CSP

Evaluated CSP as seen by a browser supporting CSP Version 3

expand/collapse all

v default-src v
v script-src ¥
v style-src e
v img-src v
v connect-src b
v font-src 4
v frame-src v
v frame-ancestors v
v form-action v
v media-src R
v object-src i
v base-uri v
v/ manifest-src h
v worker-src b
v/ script-src-attr v
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C:\Users\confl>

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Content-Length: ©

Content-Type: text/html; charset=utf-8

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Server:

Content-Security-Policy: default-src 'none'; script-src 'nonce-gbLTli57SZHUKUH1boVtlUg==' ‘strict-dynamic' https:; style
-src 'self' 'unsafe-inline'; img-src 'self' data: blob:; connect-src 'self'; font-src 'self'; frame-src 'self'; frame-an
cestors 'self'; form-action 'self'; media-src 'self'; object-src 'none'; base-uri 'self'; manifest-src 'self'; worker-sr
c 'self'; script-src-attr 'none';

Set—Cookie: PHPSESSID=cith@iki55uf6aui9fbonqgp2o; path=/; samesite=Strict; secure; HttpOnly

X-Frame-Options: DENY

X-XSS-Protection: 1; mode=block

X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Referrer-Policy: Strict-origin-when-cross-origin

Permissions-Policy: accelerometer=(self), camera=(self), geolocation=(self), gyroscope=(self), magnetometer=(self), micr
ophone=(self), payment=(self), usb=(self)

Date: Mon, 24 Nov 2025 04:43:06 GMT
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Content-Security-Policy: default-src 'none'; script-src  'nonce-gbLT1i57SZHUK4H1boVt4g==""strict-
dynamic' https:; style-src 'self’ 'unsafe-inline'; img-src 'self' data: blob:; connect-src 'self’; font-src
'self'; frame-src 'self’; frame-ancestors 'self’; form-action 'self'; media-src 'self’; object-src 'none';
base-uri 'self'; manifest-src 'self'’; worker-src 'self'; script-src-attr 'none';

F83% A2 & none - script 1% B 2% nonce ¥ strict-dynamic(F #%) ° & 4% Google CSP Evaluator #x & > 4F
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Content Security Policy  _

Sample unsafe policy  Sample safe policy

tent-Security-Polic default-src 'none'; script-src
‘nonce-gbLT1i57SZHUK4H1boVt4g==" 'strict-dynamic' https:; style-src
‘self' ‘'unsafe-inline'; img-src 'self' data: blob:; connect-src
‘self'; font-src 'self'; frame-src 'self'; frame-ancestors 'self’;
form-action 'self'; media-src 'self'; object-src 'none'; base-uri
'self'; manifest-src 'self'; worker-src 'self'; script-src-att
‘none’;

CSP Version 3 v|@

Evaluated CSP as seen by a browser supporting CSP Version 3

expand/collapse all

v default-src e
v script-src i
v style-src b
v img-src h
v/ connect-src ¥
v font-src b
v frame-src e
v frame-ancestors e
v form-action e
v media-src b
v/ object-src =
v base-uri e
v/ manifest-src e
v worker-src b4
v/ script-src-attr e

C:\Users\confl>curl -I

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Content-Length: ©

Content-Type: text/html; charset=utf-8

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Server:

Content-Security-Policy: default-src 'none'; script-src 'nonce-83blmrJORHWgce3eOntPFg==' 'strict-dynamic' https:; style
-src 'self' 'unsafe-inline'; img-src 'self' data: blob:; connect-src 'self'; font-src 'self'; frame-src 'self'; frame-an
cestors 'self'; form-action 'self'; media-src 'self'; object-src 'none'; base-uri 'self'; manifest-src 'self'; worker-sr
c 'self'; script-src-attr 'none’';

Set-Cookie: PHPSESSID=leu7ov9jt9ekOnsjtpq7mlg9c8; path=/; samesite=Strict; secure; HttpOnly

X-Frame-Options: DENY

X-XSS—-Protection: 1; mode=block

X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Referrer-Policy: Strict-origin-when-cross-origin

Permissions-Policy: accelerometer=(self), camera=(self), geolocation=(self), gyroscope=(self), magnetometer=(self), micr
ophone=(self), payment=(self), usb=(self)

Date: Mon, 24 Nov 2025 04:43:22 GMT
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'unsafe-inline'; img-src 'self' data: bldb:; connect-src

Security-Policy: default-src 'none'; script-src 'self' 'nonce-Ea+OKrOoQSSc6DHITSBLVA=—'; style-src 'self'
1oal £ -
self'; worker-src

self'; frame-src 'self'; frame-ancestors 'self'; form-action 'self'; media-src 'self'; dbject-src 'none'; base-uri 'self'; manifest-src
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default-src 'none'; script-src 'nonce-BhPnNPLNO1gljKucUGGLIw==""strict-dynamic' https:; style-src 'self’
'unsafe-inline'; img-src 'self’ data: blob:; connect-src 'self’; font-src 'self’; frame-src 'self’; frame-
ancestors 'self'; form-action 'self’; media-src 'self’; object-src 'none'; base-uri 'self'’; manifest-src 'self’;
worker-src 'self'; script-src-attr 'none'; trusted-types default; require-trusted-types-for 'script’;

F83% A2 & none - script 1% B 7% nonce ¥1 strict-dynamic(Fi4%&) » 3t Am E ST {Z #8A trusted-types default;
require-trusted-types-for 'script’; » k4% Google CSP Evaluator #2 & > 44 R # F =R B X
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Content Security Policy

Sample unsafe policy Sample safe policy

default-src 'none'; script-src 'nonce-BhPnNPLNO1gIjKucUGGLlw=="
"strict-dynamic' https:; style-src 'self' ‘'unsafe-inline'; img-src
'self' data: blob:; connect-src 'self'; font-src 'self'; frame-src
'self'; frame-ancestors 'self'; form-action 'self'; media-src
'self'; object-src 'none'; base-uri 'self'; manifest-src 'self’;
worker-src 'self'; script-src-attr 'none'; trusted-types defa
require-trusted-types-for 'script’;

| CSP Version 3 v|@
CHECK CSP

Evaluated CSP as seen by a browser supporting CSP Version 3

expand/collapse a

v/ default-src v
v script-src h
v style-src ¥
v img-src h
v/ connect-src v
v font-src ¥
v frame-src h
v frame-ancestors h
v form-action s
v media-src v
v object-src v
v base-uri v
v manifest-src e
v worker-src v
v/ script-src-attr bl
v trusted-types h
v require-trusted-types-for v

C:\Users\confl>curl -I h

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Content-Length: ©

Content-Type: text/html; charset=utf-8

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Server:

Content-Security-Policy: default-src 'none'; script-src 'nonce-gbLTli57SZHUKUH1lboVtUg==' ‘strict-dynamic' https:; style
-src 'self' 'unsafe-inline'; img-src 'self' data: blob:; connect-src 'self'; font-src 'self'; frame-src 'self'; frame-an
cestors 'self'; form-action 'self'; media-src 'self'; object-src 'none'; base-uri 'self'; manifest-src 'self'; worker-sr
c 'self'; script-src-attr 'none';

Set—Cookie: PHPSESSID=cith@iki55uf6aui9fbonqgp2o; path=/; samesite=Strict; secure; HttpOnly

X-Frame-Options: DENY

X-XSS—-Protection: 1; mode=block

X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Referrer-Policy: Strict-origin-when-cross-origin

Permissions-Policy: accelerometer=(self), camera=(self), geolocation=(self), gyroscope=(self), magnetometer=(self), micr
ophone=(self), payment=(self), usb=(self)

Date: Mon, 24 Nov 2025 04:43:06 GMT
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GET /plugins/jquery-ui/jquery-ui.min.js HTTP/1.1

N  MOZ11l1la J WLIOOW. N o (1l 4 X
sec—ch-ua: "Not)A;Brand";v="8", "Chromium";v="138"
sec—ch-ua-mobile: 20

Acospt: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script
Referer:

Acoept-]

Cookie:

Content-Length: 0

U.U; WLNO0Z

O (KHIML, like Gecko) HeadlessChrome/138.0.0.0 Safari/537.36

HTTP/1.1 200 CK

Content-Type: application/javascript

Last-Modified: Mon, 26 Sep 2022 01:51:44 QT

Accept-Ranges: bytes

ETag: "07896874ad1d81:0"

Server:

X-Frame-Options: DENY

X-XSS-Protection: 1; mode=block

X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Referrer-Policy: Strict-origin-when—cross-origin

Permissions-Policy: accelercmeter=(self), camera=(self), geolocation=(self), gyroscope=(self), magns{tmeteF(self), microphone=(self), payment=(self), usb=(self)
Date: Fri, 21 Nov 2025 09:27:00 QMT

Content-Iength: 255079

WA R -
Web.config 4% £ HTTP ® JE4% 58 > #3E R L2y iR A(E 2 X2 CSP & 3 index.php ¥)

Content-Security-Policy: default-src 'none';style-src 'self' 'unsafe-inline';img-src 'self' data:;font-src
'self';media-src 'self’;object-src 'none';frame-ancestors 'self’;base-uri 'self’;

FAX A3 A none » 4k 4E Google CSP Evaluator #2 % » AR FE IR B XHRE >  wTH -
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Content Security Policy

Sample unsafe policy = Sample safe policy

tent-Securit) default-src 'none’';style-src 'self’
‘unsafe-inline’';img-src 'self' data:;font-src 'self';media-src
'self';object-src 'none';frame-ancestors 'self';base-uri 'self’;

| CSP Version 3 v e

|

Evaluated CSP as seen by a browser supporting CSP Version 3

expand/collapse all

default-src
style-src
img-src
font-src
media-src
object-src

frame-ancestors

CICISISESCESCESES

base-uri

C:\Users\confl>curl -I | /jquery-ui.min.js
HTTP/1.1 200 OK

Content-Length: 255079

Content-Type: application/javascript

Last-Modified: Mon, 26 Sep 2022 01:51:44 GMT

Accept-Ranges: bytes

ETag: "07896874adld81:0"

Server:

Content-Security-Policy: default-src 'none’; style-src 'self' ‘'unsafe-inline’;
img-src 'self' data:; font-src 'self’; media-src ‘self’;
bject-src 'none'; frame-ancestors 'self'; base-uri ‘'self’;

X-Frame-Options: DENY

X-XSS-Protection: 1; mode=block

X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Referrer-Policy: Strict-origin-when-cross-origin

Permissions-Policy: accelerometer=(self), camera=(self), geolocation=(self), gyroscope=(self), magnetometer=(self), micr
ophone=(self), payment=(self), usb=(self)

Date: Mon, 24 Nov 2025 08:24:18 GMT




