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COMPUTER VIRUSES



ȶ ɦה ɧ Ϣ

1.Ɫᴶ М◖? (Why computers get infected 

with computer viruses?)

Malware are everywhere
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1.Ɫᴶ М◖?Ɏ ɏ(Why computers get infected 

with computer viruses?)

ȶɦ ♂ɧᴍҏ
Too many software vulnerabilities
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1.Ɫᴶ М◖?( ɏ (Why computers get infected 

with computer viruses?)

Å Install inauthentic free softwareȳunauthorized 

softwareȳgame

ÅDidn't install antivirus program, or didnôt update 

virus pattern regularly

ÅApplication updates, or operating system patch isnôt 

patched (windows update)



2.ᶺצ Ṯ◖ Ȳ≢ М◖?
(I have installed antivirus, why my computer get poisoning)

ȶӀ ϱḥצҠѿ Ἤצ ◖ᾼṮה

ȶ ᾼה −ᶶȷ ה Ӣ

ȶ ◖ Є Ṽ Б῀ᾼᴩⱢ ᵒ Ȳ ὑӑ῀
ᾼ ╬Ἠḃ ᴩⱢ ῀

ČЛ╥ ϠṮ◖ Л М◖

No Antivirus Program can make a computer immune to all 

computer viruses.



AV- ComparativesṮ◖ ֤ ᵫȴԚ131,189 Ӑ
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2.ᶺצ Ṯ◖ Ȳ≢ М◖?Ɏ ɏ

Various Anti-virus software virus detection rate reports



ȶ ứ Ḇ ᵂ Ṇ ц ӣ ה ♂Ȳ
ֽwindows updateȳAdobe AcrobatḆ
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Ṯ ╟ I (countermeasure I)

ÅEnable Windows update or other software update 

services

Å Install antivirus,  and update virus pattern regularly

ÅAntivirus is set to scan your computer on a regular 

basis.
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ȶצМ◖ ȲҠ Л֝ ◖ Ἠᵓӣ ϱ
◖ғ (https://www.virustotal.com/ )

Ṯ ╟ II (countermeasure II)

Å Install authentic software

ÅDon't open unknown softwareȳfiles

ÅUtilize online virus scan website to scan suspicious 

files
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E- MAIL PROBLEM & PHISHING WEBSITE



  ֤ Ȳ ậe- mail ȴᵓӣ
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1.Ҭ╥ככe-mail Шצ ȹ(Email swindle)

‍ Є ᵿ

Fake email with fake web link to get user account and 

password
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1.Ҭ╥ככe-mail Шצ ȹ(Email swindle)

Fake email with fake web link to get user account and 

password
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1.Ҭ╥כe-mail Шצ ȹɎ ɏ

e- mailḃ Ѡה

ȶ Ԉ ᵓӣṆ ♂ ᴩḃ Ȳֽ.doc, .pdf 

ȶ Ԉ Ɫ ᴩ (.exe) Ȳ ᴩ∟ӴᵛМ◖

ȶ  ῀֤ ᴯ ậ Ϣ

ȶ ẁ ậ

ÅEmail attachments like .docȳ.pdfȳjpg files utilizes 

OS vulnerabilities to attack 

ÅEmail has fake hyper link 



1.Ҭ╥כe-mail Шצ ȹɎ ɏ



2.Ш ╥ (what is phishing website)

Å ╥ᵓӣ ᾼ І Ԉ ѿ ᾼ῀֤
ᵂⱢ Ȳ ṿӣ῏ ᴖ♪ ᴩ Ἠ
Ẕ҃ ȲἨϯ Ѥ ȴה

ⅎ

Ԉ Ḗ Ϥ ϱ
ᾼ ᵿ

ṿӣ῏

ậ

Phishing website attack utilize fake banking websites or 

other famous websites to get user account and password



2.Ш ╥ Ɏ ɏ
Phishing website example



2.Ш ╥ Ɏ ɏ
Fake email that utilize fake hyper links  and google 

docs forms



ȶ ֤Ɫ ֤῏ Ӵᵛᵔ ȴֽ.jpg.exe ȴ

ȶ ֚ ₤.exe,.com,.scr,.bat, .cmd,.lnk

ȶ Ȳ ֻ֯ М᾿ Ϥ ᵿȲᴖЛ E-
mailМᾼ ȴ

ȶ Ϥ ›Ȳ ԛ ᵿц в ᾼ
Ӕ ἤȴ

Ṯ ╟(countermeasure)

ÅBe careful of which attachments you are opening

ÅFiles with the following file extensions are considered 

high risk attachments: .exe, .com, .scr, .bat , .cmd

ÅDo not open the hyper link directly, please key-in the 

website address on the browser


