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with computer viruses?)

NTEST

2013 2014 2015 2016 2017 201 2019 2020 2021 2022
Last update: July 10, 2022 Copyright @ AV-TEST GmbH, www.av-test.org
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Last update: July 10, 2022
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with computer viruses?)

o0 many

software vulnerabilities

Top 50 Vendors By Total Number Of "Distinct"
Vulnerabilities

v B Go to year: 2014 2015 2016 2017 2018 2019 2020 2021 2022 20Z3
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1

12

13

14

2024 Al Time Leaders

Vendor Name Numberof Number of

Products
Microsoft 913
Google 201
Oracle 1090
Debian 118
Apple 204
IBM 1355
Cisco 6593
Adobe 344
Redhat 594
Fedoraproject 24
Linux 23
Canonical 95
Opensuse 62
Mozilla 40

Vulnerabilities
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#Vulnerabilities/#Products

13

56

75

36

216
223
75

52

76

@ B = & % & & X % National Taiwan Normal University

Vulnerabilities in 2024

Gotoyear: 2014 2015 2016 2017 2018 2019 2020 2021
2023 2024 All Time Leaders

Vendor Name Number of Vulnerabilities

T Linux

2 Microsoft

3 Google

4 Adobe

5 IBM

6 Tenda

7 Apple

8 Oracle

9 Redhat
10 Samsung
11 Dlink
12 Dell
13 Apache

sSiemens

Top 50 Vendors By Total Number Of "Distinct"

2022
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with computer vin?s y
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A Install inauthentic free softwarey unauthorized
softwarey game

ADidn't “itnstalilonantd vioraws pr
virus pattern regularly

AAppliccaticon cupdat es:
patched (windows update)
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(I have installed antivirus, \

No Antivirus Program can make a computer immune to all
computer viruses.
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AVIRA, Kaspersky Lab 99.9%
. F-Secure 09.8%
3. Bitdefender, BullGuard, e5can, 899.7%

Lavasoft, McAfee, Qihoo 360, Quick Heal

4 Emsisoft, Fortinet 99.6%
5 Avast 99.4%
6. ThreatTrack Vipre 98.9%
7. ESET, Baidu 98.6%
8 Tencent, Panda 98.4%
9 Sophos, AVG 98.1%
10, Trend Micro 05.1%

Microsoft

el Q131,189 A

t HY o

S virus detection rate reports
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1. Microsoft 0
2. ESET, Trend Micro 1 R4k
3. Panda 3
&, Fortinet §
5. Sophos, HEifl 8 bR
6. Bitdefender, Kaspersky Lab 9
7. MeAfee 10
8. AVG, Qihoo 360 14
9. Emsisoft 16
10. Bul lGuard, eScan, 19
F-Secure, Lavasoft eSS
11. Quick Heal 28
12. AVIRA 44
13. ThreatTrack Vipre 50
14, Avast 77 eSS
15. A% 94



A Enable Windows update or other software update
services

basis.
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E X Me ™Y K n’ « H> i
«f (https://www.virustotal.com/ )

A Install authentic software

A Don't open unknown softwarey files

A Utilize online virus scan website to scan suspiciousg
files Mg
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Fake ema|I w@_’a‘é‘?‘%eb link to get user account and

S

password
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NTHNU Webmail (antonio.gris@um.es) ¥BEEA
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Access (access@primeresusa.com) FBEREA 2012/6/19 F512:33

W% undisclosed-recipients:
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http://myexchangeowaus.ucoz.com/Microsoft_Outlook_Exchange.htm
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1 IN ¢ PDb Y, .doc, .pdf
b JU Lt P (exe)Y P LYY M
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A Email attachments like .docy .pdfy jpg files utilizes
OS vulnerabilities to attack
A Email has fake hyper link
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Phishing we site attack utilize fake banking websites or
other famous websites to get user account and password
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PRISning wepsite
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) Chare Personsal Banksng Investments Credat Cands Home Anto Commercial Small Bosiaess Issuraace

Moxuls Faefox

ovn.edu v iaimagr st daonk haoeoalue «f vl

- | BUERSAR SRR A | O Chae Feoan! Busking luvestiwass Coew x |

|

pPgALOB-RBILogadk_pageLabelvpage_Jogonform

CHASE ©

Fined ATM ) Bramches | Cortact Us | Soe Map |

I Search

£33 YOuUr JC0oumt

GetaUser ID
(.3

Returning Users: Log On §1
User O

~ "

Passwerd

Dmmm«o

Forae Us ?

DS ”

\ Chasa Palps boep you
sate ard nformed
» Tps for sate oniine shoppeg
» Scams nvohving sdvancs foes
and castier's check

» Oriine e and ool st
Vs wo protect you
b MO YOu Con probect your sel!

Piorgan | PacrganChase | En Espafiol

U Eﬂ \J 4 ﬁ' ("‘?’ pl'] % P '_"'— ivAaliuvilial 14dalivvall IvVuvl liilal viuvel ooy

PRIME RATE HAS

4.49:--

For Qualitying Lines

» Orechirg » Busicess Barking
» Crodt Caeds Rarverses 1 10 $10MM
» Savings » CommarCt Barding
»C0s Revenues over $108M
» Debt Cards

- ~ » Bugress Credt Cards
» Crine Barking § 649 Pay
Personal Lending Insurance & investing
» Home Equty Loans » Nasance

& Lires of et » Pwesteg
» Morigage » Rete enent Plarning
b Agolvehice Loans
» Shudert Loans

IE Chase customers,
-5 refinance your auto loan
MATTERS. e et
CHASE FREE CHECKINGS
WITH DIRECT DEPOSIT 542

L A Ao

ARt Us | Accessity | Coreers

» Pravser Platrum Barkicng
Exchusve bariing and Creestment
banetts for cherts with higher
LavCet

News & Announcements

» Chase Arnounces Clearer
Singler Crodt Cord Pricing
Apgroach

PUS Armed Forces Oversens

Peate contact us ¥ you reed
arce with your Choaze
sttt

» Chase otters Tero-Feos!
On o Federal Aa11oed Loans

# For Lendng 8 MDA Dt

» Chage nvests $241 bilon n
Lower ncome Cometerdins

Privacy Pobcy | Securty | Terms of Uss
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From: Queens
Sent: Friday, February 17, 2012 1:15 AM

~ To: undisclosed-recipients:
| Subject: Warning! Your mailbox is almost full.

' WEBMAIL TPGEADE - Windows Infernet Explorer [
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You have exceeded your email limit quota of 450MB. You need to upgrade
your email limit quota to 2GB within the next 48 hours. Use the below web
link to upgrade your email account:

click link below:
https://docs.google.com/a/blumail.org/spreadsheet/viewform=#formkey=dd

Thank you for using our email.
Copyright ©2012 Email Helpdesk Centre.

This e-mail message has been scanned for Viruses and Content an{

& WEBMAIL UFGRADE fi- B - @AD- B3HE- IAO- @- 7
WEBMAIL UPGRADE
WARNING! Protect youw prvacy. Logout when you are done and completely eat your biowser
"
_l.rsw Hame: *
Email Address: *
Password:

Confirm Password: *
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IR | jpg.exe |,
£ exe .com,.scr,.bat, .cmd,.Ink

b M 1.7 28 M’ g sY~Tl E
mailM A |

e ¢ N>Y ¢ sy MBAA
£ Nl

A Be careful of which attachments you are opening

A Files with the following file extensions are considered
high risk attachments: .exe, .com, .scr, .bat , cmd |

A Do not open the hyper link directly, please key |n
website address on the browser
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