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Safely use the campus network

@ B & & 2 6 $ X 4 National Taiwan Normal University



s - tERTE E

i * T 5| F| PR AX

. E -' v L=
g5 =
2 " - F e’

=, A BT B kiR Srds ik

Administration portal
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Email Service (https://webmail.ntnu.edu.tw)
; P & * 7 £ RFE(Dorm Network)
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VPN > 1 F i Ac EFRTE o (VPN)
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(https://iportal.ntnu.edu.tw)
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Moodle Digital Learning Service
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(https://moodle.ntnu.edu.tw/)
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5 Other Service

(campus software ~ personal
website)
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https://webmail.ntnu.edu.tw/
https://iportal.ntnu.edu.tw/
http://www.itc.ntnu.edu.tw/service1400.php
https://www.itc.ntnu.edu.tw/sw/index.html
http://web.ntnu.edu.tw/

5€‘%F- B ? v "UEEFRK - 3GB
CREE Y- <§’§£>@ntnu edu.tw
Webmail 3 3t http://webmail.ntnu.edu.tw

Outlook https://webmail.ntnu.edu.tw/wmail/fag/imap/
—IMAP Server : mail.ntnu.edu.tw
—SMTP Server : smtp.ntnu.edu.tw

&

https //Webmall ntnu.edu.tw/wmail/fag/ntnu2gmail.htm ‘

Every Student’s e-mail capacity is 3GB
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http://webmail.ntnu.edu.tw/
https://webmail.ntnu.edu.tw/wmail/faq/imap/
https://webmail.ntnu.edu.tw/wmail/faq/ntnu2gmail.htm
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https://webmail.ntnu.edu.tw/rcmail/doc/RCUserGuide.
pdf

Users can get their deleted email messages (90 Days)
at https://lokmail.ntnu.edu.tw
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http://bkmail.ntnu.edu.tw/
http://bkmail.ntnu.edu.tw/
https://bkmail.ntnu.edu.tw/
http://webmail.ntnu.edu.tw/wmail/bkmail.htm
https://webmail.ntnu.edu.tw/rcmail/doc/RCUserGuide.pdf
https://bkmail.ntnu.edu.tw/
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« Google Drlveﬁﬁi #(% email):10G
* Google Calendar p /&

« Google Classroom Z# ¥ %

JRE%+ > v : https://gapps.ntnu.edu.tw

¥y ARTFWERE2 @ FF 7 f?

fc# 2 ;x hittps://webmail.ntnu.edu.tw/wmail/fag/openGsuite.htm
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https://gapps.ntnu.edu.tw/
https://webmail.ntnu.edu.tw/wmail/faq/openGsuite.htm

B r AR VPN TEEARIP & 7 SLH P [P B RIS

#iF VPN FB-2 JRI34eT
-%ﬁwﬁﬁ AT THEFTRAAZ 227§
- RFlEEHMRE (I- Vindows 2 Office £c* ; B4 # ¥ -~ MATLAB =
SPSS B~18 i * 3248 )
s H 3 URFIRS AR 2RI (Ird Y 9TE (THERZ T T E|EIRIB)

PEF%3e Ht © https://www. itc. ntnu. edu. tw/index. php/vpn/

Students can use VPN service to gain access to unlversnym
software such as SPSS, library e-book or e-database. <

@ B 3 & B 6 3¢ X % National Taiwan Normal University


https://www.itc.ntnu.edu.tw/index.php/vpn/
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Wireless signal has similar weakness as cellular network. Its
connectivity strength is affected by various factors.
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Each dorm IP address has a daily network flow limit of 10GB
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P2P service is forbidden in the university network
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http://iportal.ntnu.edu.tw/
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University Software:

fEERG XERE PHEwe 4 r & sAEZ BAIE = LabView

BEmge  —FEE
ARIEH Z R ETREE 7 55:

- {EZE &4 (Operating System)
Z =% e (Office Tools)
PhEeEe (Anti-virus)
&5t 537 (Statistics Tools)
HEE = (Microsoft Imagine)
F & AE (Fonts and Input Tools)
23 T E (Application Tools)
EEEEVDI (Virtual Desktop Infrastructure)
LabVIEW

O 0 ~N O O & W N -

EBEHEE: ERIAREE (FAEEKRS - RERSE - 8% -
BREEBHRAS)

O EEM0BELFMERBEYL  BEESEILURBERE

B3 A T2 AV SR £ £XEREXB8(Windows ~ Office) - &3 FVP
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https://www. itc. ntnu. edu. tw/index. php/cloud virtual desktop/



https://www.itc.ntnu.edu.tw/index.php/cloud_virtual_desktop/

A pay per print service is available for all ITC computer
rooms.

The payment methods accepted include:

University Student Cards, EasyCard, iPass Card, Taiwan
Pay, Line Pay, Apple Pay, Google Pay, Samsung Pay,
Visa / Master Card.

Price:

\/
- » A4 Paper Size Mono: 1 NTD / Page, Color 5 NTD / Page
g %R IP‘L‘ g ’ l § | \ I ‘ A3 Paper Size: Mono: 2 NTD / Page, Color 10 NTD / Page
\’
> A
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EXEEEEETS s

MRS R/—F#W/&2pay /Line pay /Apple Pay/ Google pay/ Samsung Pay /Visa / Master card = R|={7 5 -
SN2 RAERUBDEREAF  SEEHNEFHE AEEBOIRE -
wEAX BN A EERESE 1t YERESAES T, ASNNIARB 2T FE 10T, UELMER

. Bt : P EAAFREMN PO AL
1. [e-mail] 123cloudprint@gmail.com httpS.//wwatcntnuedu.tW

2. [lineid] @977mthuv
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FERE
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: 08:00 ~ 22:00 » $&75 : 08:00 ~ 17:00 -
: 08:00 ~ 21:00 - #E7X : 08:00 ~ 17:00 »

BAFENRR  MOREEZESEEH L RERR -

EEFENER
LEEREEREERIZFHMN .
2EERFAEB(A7:002%) BB
JESEREHRERNBITLS .

HABM -

Open Hour:

Main Campus: Mon. - Fri. : 08:00-22:00 Sat:
08:00 — 17:00

Kung-Kuan Campus: Mon. - Fri. : 08:00-
21:00 Sat: 08:00 — 17:00

Linku Campus: Mon. - Fri. : 08:00-17:00
Sat: no service at night and weekend -
students can use library's computers during
open hour.

Computer Rooms will do not open during
National Holidays

Summer / Winter Break: Mon. - Fri. : 08:00-
17:00 Sat: Closed.

Other Opening hours will be announced in
advacne.
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Safely use the campus network
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1.5@¥ % € %32 (Wh
with computer viruses?)

Total malware

NTEST

2013 2014 2015 2016 2017 201 2019 2020 2021 2022
Last update: July 10, 2022 Copyright @ AV-TEST GmbH, www.av-test.org
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326.04 m

182.90 m
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INnreciecd

New malware

Sep 20 [ 1268 m
Oct 20 N 8.97m

Nov20 I 1242m

Dec 20 [ 1527 m

Aug 20 [ 12.53m

Last update: July 10, 2022

Jan 21 [ 17.64m

Feb 21 [ 17.84m

Mar 21 | 1920 m
Apr 21 R 1776 m
May 21 [ 1559 m

Jun 21 [ 12.79 m

i

Jul 21 R 1107 m
Aug 21 [ 11.14m

MNTEST

Sep21 I 1.24m

Oct 21 I 15.48m
Nov 21 [ 12.80 m

Dec 21 _ 10.83 m

Jan 22 D 1141 m

Feb 22 ) 893 m

Mar22 N 8.77m

Apr22 I 8.96m

May 22 I 9-27m

Jun 22 I 3.93m

Copyright @ AV-TEST GmbH, www.av-test.org
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with computer viruses?)

= r L A -
[00 many sottware vulr ties
ol ."_ g .' ’..- I
Vulnerable Vendors Top 20 Products With the Most Technical
Vulnerabilities Over Time
Top 20 Vendors With the Most Vulnerabilities Vulnerabilities R—
From 1999 to 2019 per Product
1999-2019 2019
Microsoft 6,814 129
Oracle 6,115 9.5 Debian Linux Android 414
. : s 44 Android Debian Linux m
Google 4,572 544
Apol | 4512 179 Linux kernel Windows Server 2016 357
Cisco i 4,167 1.1 Mac OS X Windows 10 357
Adobe : 3,314 251 Ubuntu Windows Server 2019 “
Debi 3,197 330
o Mozilla Firefox Adobe Acrobat Reader DC m
Red Hat 2,805 9.3
R s Google Chrome Adobe Acrobat DC [ 342 |
Mozilla : 2,199 916 iPhone i0S 1,655 cPanel 0
Canonical 2,025 67.5 Windows Server 2008 1,421 Windows 7 250
HP | 1,794 0.5 ) 1283 5 248
Sun Miceeystanalil 1,628 8.0 Windows 7 v Windows Server 2008
openSUSE 1,315 526 Adobe Acrobat Reader DC 1,182 Windows Server 2012 246
Apache E 1,218 6.2 Adobe Acrobat DC 1,182 Windows 8.1 242
Radn o7 448 Windows 10 1111 Windows RT 8.1 235
GNU E 738 73
Novell ; 665 56 Adobe Flash Player 1,078 Ubuntu 190
PHP . 626 285 Windows Server 2012 1,050 Fedora 184
Top 20 Vendors With the Most Vulnerabilities in 2019 SOURCE: NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY'S NATIONAL VULNERABILITY DATABASE
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Install inauthentic free software ~ unauthorized
software ~ game
Didn't install antivirus program, or didn’t update

virus pattern regularly
Application updates, or operating system patch«is r
patched (windows update) '

I
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(I have installed an/ty us
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No Antivirus Program can make a computer immune to all
computer viruses.
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2.8 % KB 3 R
BABE LIRS - £ 131, 1894 £

Hehe T AT

AR (UEBLT)

aeaalat (HEHGT)

ERNE R . iR &R
HIEM TR et RN, R E IR . FEFANHE & py i R I R i A GRR/D T ) -
1. Microsoft 0
1. AVIRA, Kaspersky Lab 99.9% 2. ESET, Trend Micro 1 E(ER i
2. F-Secure 09.8%
3.  Bitdefender, BullGuard, eScan,  99.7% i' ga“f_‘ . ;
. , . ortine
. LEava.snf:t, I"In.:dc.:.ti-‘e:jt Qihoo 360, Quick ::E;% 5. Sophos, H&iTl 8 > 3
s Ammsu » FOrHn 99'4% 6. Bitdefender, Kaspersky Lab 9
iast : 7. McAfee 10
6. ThreatTrack Vipre 98.9% o LUl Daloo 9on 1.4
7. ESET, Baidu 98.6%
8 Tencent, Panda 98.4%
. - = |
9. Sophos, AVG 1% | fiff5E: AndroidPhSIREERB3RkEN, EH2
10. Trend Micro 95.1% EE 5 Eﬁﬁzzgﬁzé
11. Microsoft 86.3%

Various Anti- VI us software virus detection rate re
@ ,‘1’. ?ﬁ Bh }(’, D &L - #: National Taiwan Normal University .

AV-Comparatives#t #2505t Z EEE appiETHIE + BIEANS > —MAndroid SR EEEEREER T AIE
Az

37/ fhiTE | 2019-03-15 % #FBEMAiThomeisE
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(ew1ndow ate » Adobe Acrobat § #7%
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 Enable Windows update or other software update
services

« Install antivirus, and update virus pattern regular|yss

« Antivirus is set to scan your computer on a 4,‘5,1:'
basis.
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B i
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> X ET et IR

> FPER R P AR 2 EEE

P AR VHERBPFIHEHA Y R F

=4
2:»:"'E
% # 5 (http://virscan. org/)

(http://virusscan. jotti.org/en)
(http://www. virustotal. com/ )

Install authentic software

Don't open unknown software -~ files Tl
Utilize online virus scan website to scan suspici
files i
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E-MAIL PROBLEM & PHISHING WEBSITE
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Fake email with fake web link to get user account and

password

2t K v;,LEmllrl*E T
ST -

NTHNU Webmail (antonio.gris@um.es)

. ar EE 4 —=
" B S8 | § = M= NTNU Webmail;

wE RO EE =53 #BF = HEE ﬁi £ (=1 =T e

g~ [EES - AE =B e p— .
B o e o @ webmail.ntnu.
m— - — \ edu.tw html

-------------- - )= N
Access (access@primeresusa.com) FEEE N 2012/6/19 5 12:33 / ? > 'gﬁ '?
11 #E: undisclosed-recipients: 5 ﬂ ’j‘

.-'J\,l|:‘\ |_
+ o b m
EEERIRER R AT T M - BRI E SRR AR - BRI — AT B - BhERE Y SRR R RETEMAIT.
=
BETH#AERERENE.

AR - "

Ereiemais 18

H&ffgpﬁﬁ@%’ e ) fiﬂhiﬁ R ﬁfu

=t = X SR by
e $~ﬁ§551"ﬁmﬂﬁq’. Eﬁﬂﬁﬁfiﬂ WAL, Gk:F REEARA
EMEERR (077477 | RTEMERMBEERESE ;- helpdesk@ntnu. edu.tw
| arwarl INOoT1a niversity —

http://myexchangeowaus.ucoz.com/Microsoft_Outlook_Exchange.htm




~ Fake email wi
password
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From: Helpdesks@ntnu.edu.tw [mailto:Helpdesks@ntnu.edu.tw] /
S5ent: Wednesday, August 28, 2019 8:18 AM

TRMRFEEE X —EEE1EERRE - EILE1w EE S FH SR - 5o B Ial B EamEEE
B3 - DB RN S - . .
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[, fI% & i & 75 > 4e.doc, . pdf
M ERERFRE(exe) RiFE2 Y F
+ Bh S t"_iﬁqﬁ’»ﬂ; AT

%PLIE‘@ poﬁﬁ?ﬁ‘ '}"

« Email attachments like .doc ~ .pdf ~ jpg files utilizes
OS vulnerabilities to attack
« Email has fake hyper link
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Phishing website attack utilize fake banking websites or
other famous websites to get user account and password
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) Chare Personsal Banksng Investments Credat Cands Home Anto Commercial Small Bosiaess Issuraace

X0 WNO BRY B0 SEE® IRD RE@

Moxuls Faefox

ovn.edu v iaimagr st daonk haoeoalue «f vl

- | BUERSAR SRR A | O Chae Feoan! Busking luvestiwass Coew x |

|

pPgALOB-RBILogadk_pageLabelvpage_Jogonform

CHASE ©

Fined ATM ) Bramches | Cortact Us | Soe Map |

I Search

£33 YOuUr JC0oumt

GetaUser ID
(.3

Returning Users: Log On §1
User O

~ .

Passwerd

Dmmm«o

Forgea Us ?

DS ”

\ Chasa Palps boep you
sate ard nformed
» Tps for sate oniine shoppeg
» Scams nvohving sdvancs foes
and castier's check

» Oriine e and ool st
Vs wo protect you
b MO YOu Con probect your sel!

PMorpan | PacrganChase | En Espafiol

U Eﬂ \J 4 ﬁ' ("‘?’ pl'] % P '_"'— ivAaliuvilial 14dalivvall IvVuvl liilal viuvel ooy

PRIME RATE HAS

4.495

For Qualitying Lines

» Orechirg » Busicess Barking
» Crodt Caeds Rarverses 1 10 $10MM
» Savings » CommarCt Barding
»C0s Revenues over $108M
» Debt Cards

- ~ » Bugress Credt Cards
» Crine Barking § 649 Pay
Personal Lending Insurance & investing
» Home Equty Loans » Nasance

& Lires of et » Pwesteg
» Morigage » Rete enent Plarning
b Agolvehice Loans
» Shudert Loans

IE Chase customers,
TTE 5 refinance your auto loan
MA RS. and save up t
CHASE FREE CHECKINGS
WITH DIRECT DEPOSIT 542

LA g

ARt Us | Accessity | Coreers

» Pravser Platrum Barkicng
Exchusve bariing and Creestment
banetts for cherts with higher
LavCet

News & Announcements

» Chase Arnounces Clearer
Singler Crodt Cord Pricing
Apgroach

PUS Armed Forces Oversens

Peate Contact us ¥ you reed
arce with your Choaze
sttt

» Chase otters Tero-Feos!
On o Federal Aa11oed Loans

# For Lendng 8 MDA Dt

» Chage nvests $241 bilon n
Lower ncome Cometerdins

Privacy Pobcy | Securty | Terms of Uss
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From: Queens
Sent: Friday, February 17, 2012 1:15 AM

~ To: undisclosed-recipients:
| Subject: Warning! Your mailbox is almost full.

' WEBMAIL TPGEADE - Windows Infernet Explorer [

@' E}dﬁp& .. \*Ig &+ X ﬂ' ]
BXE BHE w0 AREQ IAD Eed

o BEBE | s [ 0ons - g BITEE p) RIE Howmad @) #0000

You have exceeded your email limit quota of 450MB. You need to upgrade
your email limit quota to 2GB within the next 48 hours. Use the below web
link to upgrade your email account:

click link below:
https://docs.google.com/a/blumail.org/spreadsheet/viewform=#formkey=dd

Thank you for using our email.
Copyright ©2012 Email Helpdesk Centre.
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 Be careful of which attachments you are opening
* Files with the following file extensions are considered

high risk attachments: .exe, .com, .scr, .bat , cmd |
« Do not open the hyper link directly, please key Nnﬁ
website address on the browser
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Is public computer safe?
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Your personal information has a high probability to be stolen
when using unmanaged public computers.
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 Delete internet browsing history records and
forms data after using public compute
Do not choose “remember the password”
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INTELLECTUAL PROPERTY RIGHTS
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« P2P like foxy ~ emule ~ BT, could cause security problems

« Using P2P to download mp3 or movie, could against the
property rights

 P2P will occupy amount network traffic
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Selling wine on the internet is against government
regulation o
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Selling Medical Equipment like Ear Thermometer 3 |
Sanitary Napkin on the internet is against the law_«
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Say someone is “Menopause” on internet
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