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1. 4e228& it K EPEL repo:

# yum 1install git epel-release

2. 4L Let sencrypt FTEEEN
# yum 1nstall gcc libffi-devel python-devel openssl-devel

3. AR TEk Let' sencrypt:
# cd /root
# ait clone https://github.com/certbot/certbot.git

4, EIEZGER Let' sencrypt AYERETTEZE T#ELE] froot/letsencrypt, BYTLA T script SSL
certificate:
# cd /root/letsencrypt

# /letsencrypt-auto certonly -a standalone -d \{eJilgs(®s¥:risRatus R 1sRAY

5. Let' sencrypt SiFEEETEZENE] fetc/letsencrypt/livel.

6. $HFEUDIECE Apache, o228 mod ssl:

# yum install mod_ssl

7. EILHPREERE
# mkdir /etc/httpd/sites-available

# mkdir /etc/httpd/sites-enabled
# vim /etc/httpd/cont/httpd.conf
&% —1THIA IncludeOptional sites-enabled/*.conf

8. I —{EPHTAYE AR |

# vim /etc/httpd/sites-enabled yourdomain.ntnu.edu.tw.con_



http://portal.ntnu.edu.tw/files/archive/49_9cd5fd29.pdf

IREFRELEETE VirtualHost 2 ERIFEZE, B4 /etc/httpd/sites-enabled/ yourdomain.ntnu.edu.tw, £

<VirtualHost *:443>

ServerName yourdomain.ntnu.edu.tw

DocumentRoot /var/www/

ErrorLog /var/log/httpd/ yourdomain.ntnu.edu.tw /error.log

CustomLog /var/log/httpd/ yourdomain.ntnu.edu.tw /access.log combined
SSLEngine on
SSLCertificateFile /etc/letsencrypt/live/ yourdomain.ntnu.edu.tw /cert.pem
SSLCertificateKeyFile /etc/letsencrypt/live/ yourdomain.ntnu.edu.tw /privkey.pem
SSLCertificateChainFile /etc/letsencrypt/live/ yourdomain.ntnu.edu.tw/chain.pem

</VirtualHost>

9.  Enabling the Virtual Host

# In -s /etc/httpd/sites-available/yourdomain.ntnu.edu.tw  /etc/httpd/sites-enabled/yourdomain.ntnu.edu.tw

10. EHTELED Apache:

# systemctl restart httpd

11. & TLUAEFE HTTPS H bR S S IilE,
fFlan:  “https:// yourdomain.ntnu.edu.tw” .
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This page is used to test the proper operation of the Apache HTTP serve
installed. If you can read this page it means that this site is working prog
powered by CentOS.

Just visiting? Are you the Administrator
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#EI7— batch/shell script FEZE © A1 NEAT
#!/bin/sh
#
# Use for Let's encrypt renew (suggest 60days, expired every 90days)

# Use official client (slow!)
cd /root/ssl/letsencrypt/
Jletsencrypt-auto certonly -d yeligste)strinnnRsRay --rcnew-by-default

#reload new cert into httpd
service httpd reload

13, 4t BN G40 1 HAE » 5 2 (#H (B2 00:00 58T —X renew

001 */2 * [root/auto-renew.sh >> /root/le-renew.log

14, HEEEEARGHR E S IEHE
https://www.ssllabs.com/ssltest/analyze.html?d= ourdomain.ntnu.edu.tw




